*pq:( Government of the Republic of Trinidad and Tobago

]

USER’S GUIDE

Version No. 1

Date Created 20/10/2023



Table of Contents

L. INTRODUGCTION ..cettttte ettt et ettt e e e e e e ettt et e e e e s e aaas bttt eeeeesaaansbeteeeeeeaaaassseaaaeeesesaassbetteeeeeesaassbaeeaeeeeesannsraaeaeeeeens 2
2. NEW USER REGISTRATION ....eiitiiiiiiiiiittetee ettt e e e e e ettt et e e e e s s s bt eeeeeeessnabebteeeeeesassnbesaeeeesesassnseaaaeeesssaanssanaaeeeaens 3
3. LOG IN PROCEDURES .....cottiitteitte ittt ettt sttt ettt et b e bt st sae e et e e bt e bt e s bt e sae e s ab e e bt e b e e b e e sbeesaeeeaeeeateenbeesaeesaeesanenane 6
4. PASSWORD RECOVERY PROCEDURE........eiittiitiiieteesttesite sttt ettt ettt set e st st et esbe e sbeesatesatesaseebeesbeesmeesmeeenseenseens 8
5. DASHBOARD OPTIONS ..ot e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeaeeaaaaaeaaaeaaaaaaaanens 9
5.1 Changing the SKiN.....ouiiii it e e e st e e e s bt e e e seabee e e s abeee e s abeae e e sbeeeesanbeeessnaseeesennseeeeennsens 9
5.2 ChaNnging @ PASSWOIT ....cciiiiiiiiiiiiieecciiee ettt ettt e sttt e e s sttt e e s s bte e e s sabteeessbteeessasaaeesenseeeesansteeesanstaeessnssnnessnssanessnns 10

6. SUSPICIOUS TRANSACTION /ACTIVITY REPORT (STR/SAR) ..utiiutiiieiieierieeitesie sttt sttt st ettt ettt sbe st aesbe e saes 12
_ 6.1 STRUCTURE OF A SUSPICIOUS TRANSACTION /ACTIVITY REPORT (STR/SAR)...cc.teitirieiiniinienienieesie et 12
B2 FILING A (STR/SAR) .ottt et eeeeeee e ees e e e s e e e s ee s s s eeseeseseeseseaseeseseseeseseeseesesseseseassesesesesseseeseesesesnesssessaees 13
__6.3 FILLING OUT A SUSPICIOUS DOLLAR AMOUNT SUB ENTITY (MANDATORY FORM) ...ccvvveitiieeieeeiie e eire e 16
__ 6.4 FILLING OUT THE MAIN ORGANIZATION SUB ENTITY ..eottiiiiiieiieeieenieeniee st sttt e e st st e st e s s e 17
6.4.1 Filling out an ACCOUNT SUD ENTITY......uiiiiiiiie e e et e e e sata e e e eenta e e e eenaaeeeeennreeean 18
6.4.2 Filling out an Address SUD @NTitY .......ceeiiiiiii ittt e e et e e e e ata e e e e nntaeeeesnaaeeeeaanreeean 19
6.4.3 Filling out an Organization SUD eNtity .......ceeiiiiiiice e e 20
6.4.4 1T = TV - I =T Yo T o ] < =T oL 1 4 PSR 21
6.4.5 Filling out @ Telephone SUD @NTitY.......cccciiiiieiieccce et e e e e saaae e e e eareee s 22
6.4.6 1 T T= o TU] - I VA=l o ol SR U] o I =T | £ Y U ST 23
__6.5 FILLING OUT PERSON SUB ENTITIES UNDER THE MAIN STR/SAR ....oeiitiiiieiieete et esteesteeetreeieeereenreesteesteesanesaveeane 24
6.5.1 Filling out Additional sub entities under the Main STR/SAR — PEIrSON........ccovveeuieeerereeeeeeree e eree e 25
6.5.2 Filling of an Account History under Account under a Person STR/SAR .......ocvviveeeeceieceeeceee e, 25
6.5.3 Filling of an Identification Document under @ Person STR/SAR .......ooocvieeiieecciieeeee ettt eete e e 26
6.5.4 Filling of an MVTS @ PersOn STR/SAR .......vii ittt ettt ettt et e e etee e ete e eteeeetaeesbeseeaseeeateeeteeesaresenses 26
6.5.5 Filling out @ Reporting Entity SUD-@NtitY ....ccoccviiiiiiiiie e e 27

7. TERRORIST FUND REPORT (TFR) c.uttutetesteetenteeitenteettete st eatestesheetesbe et st easestesbeeasesbeeste bt saeenbesbeeasenbesneenbesbeeneenbesnnennes 28
_ 7.1 STRUCTURE OF A TERRORIST FUND REPORT (TFR) ..ecutteiiuieeeieeeiieeeieesstesesteesstesessseesnsessnseessssessssesssssesssseessseenns 28
2 51 1T =3 T I PP SRR 29
7.2.1  Filling out an Asset INformation SUD @NTITY .......cccuuiiiiiiiii e e 31
7.2.2  Filling out a Reporting Entity Information sub entity......cccccueiiiiiiiiiii e 32
7.2.3  Filling out an Organization SUD ENtity .....cocceieiiiiiiiice e et 33
7.2.4  Filling out @ PErson SUD @NTItY ..occuuiiiiiiiee ettt e et e et e e e et e e e et e e e eenaraeeeenteeeeennteeeeennsens 34
7.2.5 Filling out sub entities under Organization and Person .........oocccciiieiie et 35

8. ECONOMIC SANCTIONS REPORTING FORM (ESR) ..eeeuvtieiieeeitiiesieeeiteeesteessteeeseteesteeesseeessteesseeesnsesensaeesssassnsesssnsessnnes 37
_ 8.1 STRUCTURE OF AN ECONOMIC SANCTIONS REPORT (ESR) ...cveeutertiruieiinienienieniteie sttt sttt s enee e 37
B - 2% 2 S 11T =4 T o T Y S o T o [P PR PRRRN 38
8.2.1  Filling out an Asset Information SUD @Ntity .........ccoeiiiiiii i e 40
8.2.2  Filling out an Organization SUD ENtity.......ceei oo e e e e e e e e e e e e e nnrraeees 41

caseKonnect® User Guide Page | 1



8.2.3 Filling out a Person sub entity ........cccoveveeeeieicciiiienenen.

8.2.4  Filling out sub entities under Organization and Person

caseKonnect® User Guide

Page | 2



1. INTRODUCTION

The Financial Intelligence Unit of Trinidad and Tobago (“the FIUTT”) has upgraded its secure electronic reporting
solution to its new version entitled caseKonnect®. This solution is designed to allow only caseKonnect® registered
Financial Institutions and Listed Businesses (Reporting Entitiy’s Users - Compliance Officer (CO) and Alternate
Compliance Officer (ACO).) to prepare and electronically submit Suspicious Transaction / Activity Reports and
other Reports, as they become available, to the FIUTT, in a secure and efficient manner.

STRs/SARs play a crucial role in the fight against money laundering and financing of terrorism and the FIUTT is
committed to ensuring that Reporting Entities in the Republic of Trinidad and Tobago submit STRs/SARs of the
highest quality.

caseKonnect® provides a powerful solution for the FIUTT to manage the receipt and processing of information
submitted by all registered users with the FIUTT.

This guide provides the stages to follow in submitting the following electronic forms and is divided into sections
as outlined in the Table of Contents:

1. STR/SAR — Suspicious Transaction/ Activity Report
2. ESR—Economic Sanctions Report
3. TFR-—Terrorist Funds Report
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2. NEW USER REGISTRATION

Each Reporting Entity’s User is required to register as a user of caseKonnect® before they can log into caseKonnect®
and must submit an application via caseKonnect® to register with the FIUTT, along with the necessary attachments
which include:

+* The Supervisory Authority /Regulatory Approval Letter (FIUTT, TTSEC, CBTT)
+» National Identification (ID/DP/PP)

+» Entity Authorisation Letter (if applicable)

Firstly the Director, Compliance and Outreach (DCO) or Supervisor, Compliance and Outreach (SCO) of the FIUTT,
reviews the application and attachments identified above and approves the (CO/ACO). Next the DCO/SCO determines
whether or not the (CO/ACO ) has received mandatory caseKonnect® training. Once approved and training was
received, the CO/ACO is issued their logon credentials.

New user registration is outlined in the following steps:

» Proceed to the FIU’s webpage at https://caseKonnect.fiu.gov.tt/, this would lead to the following screen:

: r{a (im] K caseKonnect x |+ &= = 2
& = 6 (%)  https://casekonnect.fiu.gov.tt/index.php?module=users/login A Ty m = AT L.E

aonnercT -

Krystallion Inc

A
bodrersadt
saaash

o
A
LY . )
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» Click anywhere on the screen and the login screen will appear as follows:

X
onnercrT -
Krystalkon Inc
Login
Welcome to the FIUTT's caseKonnect application
Password forgotter
o A
onnect

Krystation Inc

> Click on the Click Here to Apply button
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The following form will appear requesting New Application Information:

New Applicant Registration Form

Applicant First Name
Applicant Middle Names
Applicant Last Name
Applicant Email
[M: No file chosen

Applicant Photo ID

Applicant Letter Address

Powered by caseKonnect

» Complete all of the information requested.

Next, you will receive an email indicating that you are registered. You will then be provided with your USER PROFILE
and a TEMPORARY PASSWORD.

CONGRATULATIONS! You are now registered and once approved by the FIUTT you can begin submitting STRs/SARs, TFRs and
ESRs.
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3. LOG IN PROCEDURES

» To log onto caseKonnect®, proceed to the FIUTT’s webpage at https://caseKonnect.fiu.gov.tt/.

This will bring you to the following screen

onnercrT

Keystaion nc:

» Click anywhere on the screen, then the following login screen will appear as follows:

oM NRerTr -

Krystalion Inc

Login

Welcome to the FIUTT's caseKonnect application

Krystafion Inc
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> Enter your USER CODE and PASSWORD and retype your password to confirm. Once this is done successfully,

the Login button will appear as shown below.

Login

Welcome to the FIUTT's caseKonnect
application.

Passwords Matchl

Click on the Login button

This will take you to your dashboard, which looks like the figure below.

caseKonnect

Welcome to the caseKonnect — your new assistant in business management!

This is the main page for your system. It's empty now, but you can display various reports and counters.

In order to display your first report, select "Reports” on left navigation menu, create report and set option "In Dashboard”.
Also we recommend you to visit the "Documentation”. There you will find various tips on setting up the system.

Still have questions? You can always contact us!

. www.casekonnect.com
- Dashboard

Query Hub

Sanction List Search

STR_SAR

caseKonnect® User Guide
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4. PASSWORD RECOVERY PROCEDURE

> If you forget your password, click on Password forgotten as indicated below:

YRR YR 7T

Keystation Inc

> It will prompt you to enter your email and user code as shown in the following screen:

. ;’?\» i ’ﬂw Y <
g W Restore Password
Q@"y@?

» Then you press the Send ta

You will then get the following message indicating that a new password has been sent to your email address

A new password has been sent to your e-
mail address.

» You can then check your email to retrieve your new password and log on.
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5. DASHBOARD OPTIONS

The user has the options to change or configure the following:

» Change The Skin
» Change The Password

5.1 Changing the Skin

To change the skin, the user should do the following

= On the top right of the screen, on the user profile, click the down arrow

& My Account

Py Change, Skin

= Configufe Dashboard
3} Configufe Theme

& Change|Password

= Logoff

After, the user will get the option to ¢hange skin.

= To change the skin select Change Skin and the following screen will appear

Change Skin

Blue ColorCreature  ColorCycle ColorFall ColorFlora31 ColorNature

[l - ST

W Ll £ om

"‘5* = N

By ‘ o . | AR
im S

ColorShore Default Grey Light Red WinterTones
| L
= .
==
/ Close

When you are finished selecting the skin you desire, Press the Close button and the change would be made

-
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5.2  Changing a Password

To change the password, the user should do the following

» On the top right of the screen, on the user profile, click the down arrow

& My Account

fal Change Skin

= Configure Dashboard
¥ Configure Theme

S

Change Password

= logoff

» Select Change Password and the following screen will appear

Change Password

New Password

» Type in the new Password, as you start to type the password the following messages will appear which
indicates that you need to satisfy the criteria outlined for the password to be accepted.

Change Password

9

New Password ‘|

[
Very Weak
Passwords need to pass the following:
A. Uppercase
B. Lowercase
C. Number
D. Special Character
E. Minimum of & Characters

As you start to satisfy the criteria, the strength of the password increases as shown below
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caseKonnect

Change Password

New Password senneens

]
Good

Passwords need to pass the following:
A. Uppercase

B. Lowercase

C. Number

D. Special Character

E. Minimum of & Characters

caseKonnect

Change Password

New Password | —

Password Confirmation

» When it turns green and all the criteria is met, the password should be typed over for confirmation. At this
juncture, the system would indicate there is a password match, and the button to change your Password
should appear.

caseKonnect

Change Password

New Password

9

Password Confirmation sammsomimese]
a Passwords Maich!

Sirong

Change

» Press the Change Button

You will then see the following message

Your password has been successfully updatad.
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6. SUSPICIOUS TRANSACTION /ACTIVITY REPORT (STR/SAR)

Introduction

In compliance with the obligations outlined in sections 55A(1) of the Proceeds of Crime Act (POCA) and sections 22AB
(d) and 22C of the Anti-Terrorism Act (ATA), Chapter 12:07, all Financial Institutions and Listed Businesses who knows
or has reasonable grounds to suspect that funds used for a tranaction are the proceeds of criminal conduct shall make

a STR/SAR report to the FIUTT.

6.1 STRUCTURE OF A SUSPICIOUS TRANSACTION /ACTIVITY REPORT (STR/SAR)

Suspicious Transaction/
Activity Report
(STRISAR)

Legend
Form
Sub-Entity

'| Mandatory
Sub-Entity

Suspicious Organization
Dollar Amount (Subject)

Person
(Subject)

Reporting Entity
Information

’ Account H Address ‘ Organization Person ‘ Telephone

/ /
A A

N

{Account History

caseKonnect® User Guide

Vehicle

Identification
Documents

Page | 12



6.2  FILING A (STR/SAR)

Log on to the caseKonnect® website and click on the following tab:

caseKonnect

# Dashboard

Q, Sanction List Search

The following screen will open to display any STRs/SARs that you previously submitted. This allows you to view, edit,
download or export each case that you may select.

STR_SAR

~ 4+ Applied Filters

m With Selected ~

Ac 5 Export ded Date Updated Created By Internal Reference Number Case: File Status

| ¥ Download Summary |
3 14:46 TestUser CASE-STR-B50-652D8507 Case is UN-FILED

Displaying 1 to 1 (of 1 items)

When filing a new STR/SAR, simply click the Add BUTTON. A new form will then open for you to begin the process.

This guide provides step by step instructions for adding the following sub-entitiy relationships for each of the STR/SAR
forms:

e QOrganization

o Account
= Account History
o Address

o Organization
caseKonnect® User Guide Page | 13



o Person
o Telephone

o Vehicle
e Suspicious Dollar (Mandatory)
e Person
o Account
= Account History
o Address
o Identification Document
o MVTS
o Organization
o Person
o Telephone
o Vehicle

e Reporting Entity Information

All mandatory fields must be filled out. In addition, you must click the SAVE button for the form information to be
submitted.

After completing and submitting the main STRs/SARs form above, you would be redirected to the following page which
relates and links to sub-entities that must also be completed and also saved and submited.

They are:

e Suspicious Dollar Amount

e QOrganization

e Person

e Reporting Entity Information

nfo Suspicious Dollar Amount Organization Person Reporting Entity Information

123456Test
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STR/SAR Main Form

Instructions

Type whatewver you see on the form in here

* Entity |
Referance Mo

* Report Type Fl=ase select A

= Initia| Actvity Slzaszs selaar S

= Classification Please select L

* Industry Sector Pleace select LT

= Bource

Funds
* Report
Marrative

= First Mame

Middile Name

* Last MName

= Title Flease selact —r

* Phone Mumber
= Type of Actiwity Select some options

that Initiated

Transsction

Supporting Select some options
DoC UmmeE nts

Supporting
Document - Other

State Retained
Documents

Desails of Select come options
Suspicius
Transaction
Actiwity

Wirtual Assst -
Spe=cify Type

Wirtual Ascat

Barvice Provider -
Specify Type

The above main STR/SAR form captures the report that you are submitting to make/open a case. This information can
be edited and resubmitted if any additional information is requested from the FIUTT.

Most of the fields are mandatory to ensure that all the relevant data is captured so that the analysis can begin without
any delays.
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6.3  FILLING OUT A SUSPICIOUS DOLLAR AMOUNT SUB ENTITY (MANDATORY FORM)

This entity captures the Suspicious Dollar information that is linked to the organization. Again, it is imperative that the
data entered is true and validates the information pertaining to the organization.

Suspicious Dollar
Relationship

* Transaction
Status

* Date of
Suspicious
Transaction or
Activity

= Dollar Amount
Involved in This
Report

* currency Type

Isolated Incident

Start Date of
Suspicious
Activity

End date of

Sus| DiCiOU 5
Activity

caseKonnect® User Guide

Please Select

TTD
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6.4

FILLING OUT THE MAIN ORGANIZATION SUB ENTITY

This entity captures the information on the subject or the case, such as the name of the business and any other relevant
information pertaining to the subject. The person submitting the form must verify that all relevant attachments are

uploaded to ensure that the analysis of the case is not delayed due to insufficient information.

Info

T Case Select some options

Organization
Relationship

= Nams | |

Trading MName

= Maturs of
Business

= Company or
Business #

Company or
Business
Identifier

= Business
Activity

Shares
Website

Descrniption

= Date Registered

Company Status

Country of -
Incornporation

Date Continued

Business Activity el

Bankers:

Folic

BK Mo.

BRI Bhombher

However, after completing and submiting the organization sub-entity , the other sub-entities are

. . 1
completion when you click the — button :

e Account
= Account History

e Address

e QOrganization

e Person

e Telephone

e Vehicle

> > >
info Account Address Asset Information
Rhona

More Actions

caseKonnect® User Guide

Bank/Financial Institution

Organization

available for
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6.4.1 Filling out an Account sub entity

The account sub entity captures the Bank Account information of the subject of the case. This information is linked to
the main STR/SAR and organization sub entity form.

* Organization
Account
Relationship

* Account Mame

* Account
Mumber

Type of Account

Account Status

Financial
Institution

Branch

Coundry

Date Opensd

Date Closed

Current BEalance

Descriplion/Remarks

Other Type of
Account

A= At

Account Active

Restrained

Date Restrained

Discharged

D ate Discharged

Account Ho

b

All banking information pertaining to the subject of the case, can be added here. Each bank account can be added on

a separate or new “account” form under the main organization entity tab.

caseKonnect® User Guide
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6.4.2 Filling out an Address sub entity

The address sub entity captures the Address(es) information for each of the subjects’ information that is listed.

* Organization Lessee
Address
Relationship

Apartment Suite
Mumber

= Street Name | |

Community
Willage

PO Box

= Gity

Zip Code

Postal Code

= Country Albania

Description

House Pole
MNumber

Office Type hd

Desd Number

Value

Date Property
Cbiained

Restrained e

Date Restrained

Discharged e

Date Discharged

Here, you can add multiple “addresses” for the subject of the case. This means that you can press the “ADD” button

and enter a new address record for each of the subjects’ sub-offices or branches.

caseKonnect® User Guide

Info Account Address

Address

~ == Applied Filters

With Selected ~
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6.4.3 Filling out an Organization sub entity

This entity captures other sub Organization information within the structure of the ‘subject organisation’ of the case.
For instance, if there are other subsidaries/branches, of the ‘subject organisation’.

= Mame

Tradimg Nams

* MNature of Bank/Financial Institution -

Business

Registration Mo

Compamny
Incorporation Mo

Cerlificate of X Add Aftachments
Incorporation

* Business
Activily

Shares
Website

Description

* Date Regisiered =]

Mew Registration

Humber
Company Status bl
Country of bl

Incorporation

Date Confinued 5]
Business Activity -
Bankers d
Folio
BEK Mo.

The above form captures this information as some organisation’s can have multiple business trading under the same
name.

Again, each business must be captured in a new sub entity form under the Main organisation form.
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6.4.4 Filling out a Person sub entity

This entity captures the Person information under the subject organisation.

Organization Person e
Relafionship

Title ~
* First Name
Middle Name or Initial
* Last Name
Suffc b
Nickname
* Gender Prefer Not to Say ~

* Date of Birth

Age
Marital Status hd
Place of Birth
Mationality W
Citizenship b
* Place of Residence
Country of Residence w
* Qocupation
* Employer
Employment Status e
Profession
Email Address

BIR Mumber

Each person that is linked to the organisation and is being queried, their data must be filled out here.

Again, the submitter must add a new sub person form each individual.
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6.4.5 Filling out a Telephone sub entity

This entity captures the Telephone information for the organization.

Crrganization hd

Telephone
Relationship

* Number | |

Service Provider hd
Phone Type hd

Area Code

Aftachments X Add Attachments

Save Close

Multiple telephone information records can be entered in this sub entity. That is, there should be a record for each
service provider.
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6.4.6 Filling out a Vehicle sub entity

This entity captures the Vehicle information for the ‘subject organization’.

Cirganization Vehicle A
Relationship

= VIN Mumber

* Registration number

* Date of Reqgistration

Year

Type -

Make hd

Colour hd

Viehicle Body Style A

Walue

Currency hd

Description

Registered Owner As Per
Cert Copy

Chassis Number

Model

Cerfified Copy Obtained

A AL

Restrained

Date Restrained

Discharged

Drate Discharged

A record for each of the vehicle which forms part of the STR/SAR submission, must be submitted.
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6.5 FILLING OUT PERSON SUB ENTITIES UNDER THE MAIN STR/SAR

This entity captures the Main Person information under the STR/SAR.

Crganization Person
Relationship

Title

* First Name

Middle Mame or Initial

= Last Name

Suific

Mickname

* Gender

* Date of Birth

Age

Marital Status

Place of Birth

Mationality

Citizenship

* Place of Residence

Couniry of Residence

* Decupation

* Employer

Employment Status

Profession

Email Address

BIR Mumber

Prefer Mot to Say

LY
LY
n
w
w
w
wr

Again, this form can capture all the persons related to the STR/SAR report that is being submitted.

For each person, a new form or record can be submitted. All mandatory information must be entered in order for the

case to be submitted.

caseKonnect® User Guide
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6.5.1 Filling out Additional sub entities under the Main STR/SAR — Person

The following screen opens when you complete filling out the Person entity main form. This form is similar to the
person sub-entity that was linked to the main organization.

> > >

Info Account Address dentification Document MVTS Organization Person Telephone Vehicle
Rhona

m More Actions ~

Description

234324

On this form, you have the option to fill out the following sub entities under the person entity:

e Account
= Account History
e Address
e Identification Document
e MVTS
e QOrganization
e Person
o Telephone
e Vehicle

6.5.2 Filling of an Account History under Account under a Person STR/SAR

The following screen opens when you complete filling out the Account entity main form. This form allows you to enter
the history associated with an account for each year.

Person Account ~
History
Relationship

i 4

Year

Total Annual
Deposits

Total Annual b
Deposits

Currency Type

Total Annual
Withdrawals

Total Annual b
Withdrawals
Currency Type

Save Close
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6.5.3 Filling of an Identification Document under a Person STR/SAR

This entity captures the Identification information for each person linked.

Person
Identification
Relationship

Identification
Type

* Identification
Number

Issuing Authority

Date Issued

Expiry Date

Hair Color

Eye Color

Race Ethnicity

6.5.4 Filling of an MVTS a Person STR/SAR

This entity captures the MVTS information for each person.

Person MVTS
Relationship

Mame of MVTS

Money Transfer
Control Mo

Sender

Sender Address

Senders Country

Date of
Transaction

Currency Type
Amount

Description

Receiver
Receiver Address

Receiver Country

caseKonnect® User Guide

w
~
[
v
v
v
-
-
p
-
-
-
.
-

Save

Close

Save

Close
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6.5.5 Filling out a Reporting Entity sub-entity

This entity captures the Reporting Information

Relationship ~

* Name

Financial Entity ~
Type

Main Address 1
Main Address 2

Branch Address
1

Branch Address 2
Main Address 3
Main Address 4

Branch Address 3

Branch Address 4

Asset Size

Currency b

Save Close

Once you have completed filling out ALL the sub-entities, you can now successfully file your SAR.

This can be done by simply clicking on the “File this case” button on the screen that would appear where all SARs
and other forms have been saved.

With Selected v

Action ID Date Added Date Updated Created By Internal Reference Number Case: File Status
i " 16/10/2023 14:46 TestUser CASE-STR-B50-652D8507 File this Case ’

Mark Case as Classified

Once the case is filed, you cannot go back and make any changes on that form. However, you can go and download
your receipt after submission.

If changes are required or new information is now received, this can be submitted using a corrected or supplemental
form via the CaseKonnect.

If you have not filed a saved form yet, you have up to one month in order to do so before the form is purged from
the system.
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7. TERRORIST FUND REPORT (TFR)

Introduction

In compliance with the obligations outlined in sections 22AB and 22C of the Anti-Terrorism Act (ATA), Chapter 12:07,
all Financial Institutions and Listed Businesses are required to promptly report any suspicious funds related to
terrorism. This reporting must be done without delay to the FIUTT. Such reporting is facilitated through the submission
of Terrorist Funds Reports (TFR).

7.1 STRUCTURE OF A TERRORIST FUND REPORT (TFR)

Legend

Form

| Sub-Entity

Terrorist Funds Report
(TFR)

Information

Asset ‘ Organization Person Reporting Entity

(Subject) (Subject) Information

Account Address Organization Person Telephone Identification
Documents

Account History

- J
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7.2 Filing a TFR

e Select the “TFR” tab in the left column

caseKonnect

TFR
TFR
v o
- Dashboard q
Query Hub Acti

Sanction List Search

STR_SAR

Displaying 1

e Select the blue “Add” button and that will generate the following form:

The following form will become accessible, enabling the Compliance Officer or Alternate Compliance Officer (ACO),
to input the necessary information into the fields.

Please note that some fields are mandatory and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:
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Info

= Entity
Reference No

* Report
MNarrative

* First Name

Middle Initial
* Last Name
Title v
* Phone Number After all fields are filled out,
Press the Save button
Attachments X Add Attachments

After filing out all the information, the form is saved and the following screen will appear:

TFR » 12 > Qrganizafion
Infioe Organization Person

Organization

~ 4 Applied Filters

m With Selected ~ E 3

Action 1D Date Added Drate Updated Created By Applicant Created By Internal Reference Number
Mo Records Found

Displaying 0 to 0 (of 0 items)

From here, one can submit on one or more organization or person.

caseKonnect® User Guide Page | 30



7.2.1 Filling out an Asset Information sub entity

e To submit on asset(s), select the Asset Information tab as illustrated below

TFR * 1 » Assel Information

Infir Assat Informnation Reporting Entity Information COrnganization Person

Asset Information

~ < Applied Filters

With Selected ~ £

Action ] Date Added Date Updated Created By Ay

Displaying 0 to 0 (of W items)

o Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Info

* Caze Azzef Test Value w
Information
Relationship

* Description of
Azzef

Locafion of Asset

Estimated Value
of Assel

Crwner of Assels

Currency b

Close

After all fields are filled out, Press the Save Button

caseKonnect® User Guide
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7.2.2 Filling out a Reporting Entity Information sub entity

e Tofile on one or more Reporting Entity, select the Reporting Entity Information tab as illustrated below

TFR > 1 * Reporting Enfity Information

Infi Asset Information Reporting Entity Information Crganization Person

Reporting Entity Information

~ <+ Applied Filters

m With Selected ~ XL

ID  Date Added Date Updated Created By Appli

Displaying 0 to 0 (of Niems)

o Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:
Info
* Case Asset Test Value A

Information
Relafionship

* Description of

Azzet o - .
e3s5e afnter a sNor descrnplive Name o e assel, Tor exampie
"‘Diamond Bracelet" or "Cash

Location of Asset
E=ztimated Value
of Assel

Cremner of Assets

Currency hd

/vm Closs

After all fields are filled out, Press the Save Button
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7.2.3 Filling out an Organization Sub Entity

To submit on organization(s), select the Org

]
TFR > 17 > Organization

Info Asset Information

Organization

v <+ Applied Filters

Displaying 0 to 0 (of 0 ite

ization tab as illustrated below

Reporting Entity Information

kA

Organization Person

e Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Infio

* Case Organizalion
Relafionship

* Name

Trading Mame

* Business Activily

* Company or Business

Company or Business
Idenifier

* Mature of Business

After all fields are filled out, Press the Save button

caseKonnect® User Guide
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7.2.4 Filling out a Person sub entity

To submit on Person(s), select the Person tab as illustrated below

TFR * 1 » Person

nfo Assat Information Repaorting Entity Information Crganization Person

Person

~ 4 Applied Fiters

m With Selected ~ X

e Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Info

* Casze Person Suspect L
Relationship

Title A
* First Mame
Middle Mame or Initial

* Last Mame

After all fields are filled out, Press the Save button
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7.2.5 Filling out sub entities under Organization and Person

Filling sub entities under Organization

After completing and submitting the organization sub-entity, the following sub-entities are available for completion

. i
when you click the — button:

e Account Information
= Account History

e Address Information

e Telephone

e Organization

e Person

TFR > 1 Organization > 4

-~
-
O
"
¥
0
(4 )
=
w

Filling sub entities under Person

However, after completing and submitting the organization sub-entity, the following sub-entities are available for

. . 1
completion when you click the ~ button:

e Account Information
= Account History
e Address Information
e |dentification Document
e Organization
e Person

e Telephone

Info Account Address dentification Document Organization Person Teleph

]
@

w

m More Actions ~

Description
desc 1
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Below are the sub entities under Organization and Person and reference to where the steps are for filing them out:

Filling out Account Information/ Account History sub entity

Filling an Account sub entity for an Organization/Person sub entity under TFR is similar to the filling an Account sub
entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.1.

After filling an Account sub entity, one would further need to file Account History sub entity, filling Account History
sub entity for an Organization/Person sub entity under TFR is similar to the filing Account History for a Person sub
entity in STR/SAR therefore please refer to 6.4.2.

Filling out Address sub entity

Filling an Address sub entity for an Organization/Person sub entity under TFR is similar to the filling an Address sub
entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.2.

Filling out Organization sub entity

Filling an Organization sub entity for an Organization/Person sub entity under TFR is similar to the filling an
Organization sub entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.3.

Filling out Person sub entity

Filling a Person sub entity for an Organization/Person sub entity under TFR is similar to the filling a Person sub entity
for an Organization sub entity in STR/SAR therefore please refer to 6.3.4.

Filling a Telephone sub entity

Filling a Telephone sub entity for an Organization sub entity under TFR is similar to the filling a Telephone sub entity
for an Organization sub entity in STR/SAR therefore please refer to 6.3.5.

Filling out Identification Document

Filling a Identification sub entity for a Person sub entity under TFR is similar to the filling an Identification Document
sub entity for an Person sub entity in STR/SAR therefore please refer to 6.4.3.

Please note filing an TFR is similar to filing a STR/SAR therefore please refer to 6.5
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8. ECONOMIC SANCTIONS REPORTING FORM (ESR)

Introduction

In compliance with the regulations outlined in section 4(1) of the Economic Sanctions Act, Chapter 81:05 and Orders
made thereunder, Financial Institutions or Listed businesses MUST immediately inform the FIUTT where any of the
following apply —

e The Financial Institution or Listed Business has knowledge or reasonably suspects that any entity named in the
Court Order has property or funds within the Financial Institution or Listed Business; or

e Thereis a transaction being conducted by a person involving property or funds owned or controlled, whether
directly or indirectly, by an entity named in the Court Order in the form made by the Economic Sanctions Act,
Chap 81:05, the Economic Sanctions Reporting Form.

8.1 STRUCTURE OF AN ECONOMIC SANCTIONS REPORT (ESR)

Legend

Form

| sub-Entity

Economic Sanctions Report
(ESR)

Information (Subject) (Subject) Information

Asset \ Organization Person Reporting Entity

Y

Account Address Organization Person Telephone Identification
Documents

Account History

| 4
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https://fiu.gov.tt/wp-content/uploads/ESR-Form.pdf

8.2 Filing an ESR Form
e Select the “ESR” tab in the left column.

casekonnect

L Query Hub

. Sanction List Search

STR_SAR

CARF

ESR

o Select the blue “Add” button and that will generate the following form:

An ESR form will become accessible, enabling the Compliance Officer or Alternate Compliance Officer (ALO), to input
the necessary information into the fields.

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:
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Info

* Entity Reference Mo

* Report Marrative

* First Hame
Middle Initial
* Last Name
Title A

* Phone Mumber

Attachments X Add Attachments

After all fields are filled out, Press the Save button

After the above form is saved, the following screen will appear,

ESR * 9 » Asset Information
Inf Aszset Information Organization Person

Asset Information

~ 4 Applied Filters

m With Selected ~ A

Action I Date Added Date Upd:

Mo Records Found

Displaying 0 to 0 (of 0 items)

From here one can file on one or more forms on asset information, organization or person.

caseKonnect® User Guide
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8.2.1 Filling out an Asset Information sub entity

e To submit on asset(s), select the Asset Information tab as illustrated below

ESR : 9 > Asset Information
Infio Azzat Information COrganization Person

Asset Information

~ 4 Applied Filters

m With Selected ~ E

] Date Added Date Updated

Acti

Mo Records Fou
Displaying 0to O (of O
e Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Info

* Case Assel Test Value L
Infarmation
Relationship

* Description of
Azzet

Please enter a short descriptive name of the asset, for example
"Diamond Bracelet" or "Cash

Location of Asset

Estimated Value
of Asset

Crener of Assels

Currency b

After all fields are filled out, Press the Save button.
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8.2.2 Filling out an Organization sub entity

e To submit on organization(s), select the Organization tab as illustrated below
ESR * 9 : Organization

nifie Assat Information Organization Person

Organization

~ 4 Applied Filters

With Selected -~ k.

Acti 1D Diate Added Date Upd
Mo Records Foun

Displaying 0 to 0 {of D iters)

o Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Info

* Case Organizafion
Relafionship

* Name

Trading Mame

* Business Activity Bank/Financial Institution
* Company or Business #

Comgpany or Business
Identifier

* Mature of Business

Shares

After all fields are filled out, Press the Save button

/
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8.2.3 Filling out a Person sub entity

e To submit on person(s), select the Person tab as illustrated below

This should bring you to the following screen

ESR * 9 * Person
nfo Azset Information Organization Brson

Person

~ < Applied Filters

m With Selected ~ L

ction D Date Added Date Update

Mo Recorag Found

Displaying 0 to\D (of 0 items)

e Select the blue “Add” button and that will generate the following form:

Please note that some fields are mandatory, and you will not be able to proceed unless they are completed. Field
names that are not marked with an asterisk (*) must be completed if the data is known and left blank if unknown.

Below is a sample of the form that will appear:

Info

* Case Person Suspect LY
Relationship

Title A
* First Mame
Middle Mame or Initial

* Last Mame

After all fields are filled out, Press the Save button

B -
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8.2.4 Filling out sub entities under Organization and Person

Filing sub entities under an Organization

After completing and submitting the organization sub-entity, the following sub-entities are available for completion

when you click the * button:

e Account
= Account History

e Address Information
e Organization
e Person

e Telephone

ESR > 1 Organization > 1

Filing sub entities under Person
However, after completing and submitting the organization sub-entity, the following sub-entities are available for
completion when you click the i button:

e Account Information

= Account History

e Address Information

e I|dentification Document

e Organization

e Person

e Telephone

ESR * 1 » Person > 1 > Account

rifio Account Address dentification Docunent Organization Person elephone

Account

~ <4 Applied Filters

m With Selected ~ X
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Below are the sub entities under Organization and Person and reference to where the steps are for filing them out:

Filling out Account Information/ Account History sub entity

Filling an Account sub entity for an Organization/Person sub entity under ESR is similar to the filling an Account sub
entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.1.

After filling an Account sub entity, one would further need to file Account History sub entity, filling Account History
sub entity for an Organization/Person sub entity under ESR is similar to the filing Account History for a Person sub
entity in STR/SAR therefore please refer to 6.4.2.

Filling out Address sub entity

Filling an Address sub entity for an Organization/Person sub entity under ESR is similar to the filling an Address sub
entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.2.

Filling out Organization sub entity

Filling an Organization sub entity for an Organization/Person sub entity under ESR is similar to the filling an
Organization sub entity for an Organization sub entity in STR/SAR therefore please refer to 6.3.3.

Filling out Person sub entity

Filling a Person sub entity for an Organization/Person sub entity under ESR is similar to the filling a Person sub entity
for an Organization sub entity in STR/SAR therefore please refer to 6.3.4.

Filling a Telephone sub entity

Filling a Telephone sub entity for an Organization sub entity under ESR is similar to the filling a Telephone sub entity
for an Organization sub entity in STR/SAR therefore please refer to 6.3.5.

Filling out Identification Document

Filling a Identification sub entity for a Person sub entity under ESR is similar to the filling an Identification Document
sub entity for an Person sub entity in STR/SAR therefore please refer to 6.4.3.

Please note filing an ESR is similar to filing a STR/SAR therefore please refer to 6.5

--- END OF DOCUMENT ---
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